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Security information

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement
— and continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and
solutions constitute one element of such a concept. For more information about industrial security, please visit
https:/lwww.siemens.com/global/en/products/automation/topic-areas/industrial-cybersecurity.html.

Functionality

SINAMICS Smart Adapter allows Wi-Fi-based access to the Web server of a supported drive system from a PC or a
mobile device, making it easier to perform drive commissioning, diagnostics, and maintenance. Siemens recom-
mends that you temporarily connect SINAMICS Smart Adapter to the drive for the intended use.

Overview

Article number: 65L4950-0AJ00-0AA0
Unit: mm
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5GHz band (W52): Indoor use only, except connecting to 5.2GHz high power radio station.
This device complies with part 15 of the FCC Rules.
Operation is subject to the following two conditions: % [R! RAMATEL
(1) This device may not cause harmful interference, and C-28934
(2) this device must accept any inerference received,
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=~ Converter communication
-Reset button (back side)
} 1P6SL4950-0A100-0020| Product label example
y -Product label (back side) —|% sounersmons P
i MAC: XXXXXXXXXXXXX
Note:

You can scan the QR code on the label using a standard code scanner or the “Industry Online Support” app to get
product data, manuals, declarations of conformity, certificates and other information about your product.

Reset button description

e Resetting Wi-Fi configuration or administrator password
To reset the Wi-Fi configuration to factory settings or reset the administrator password of the Smart Adapter,
hold down the button for more than 3 seconds in power-on state until the Wi-Fi communication LED flashes
yellow.

* Restoring firmware version
Proceed as follows to restore the firmware of the Smart Adapter to the factory version:
1. Hold down the reset button in power-off state, and then connect the Smart Adapter to the drive.
2. Keep the button pressed for more than 3 seconds after the connection.

AS5EDS51879348Aa 1

Preliminary Restricted for internal use


http://www.siemens.com/global/en/products/automation/topic-areas/industrial-cybersecurity.html

LED description

LED Status Description
Solid red The communication between Smart Adapter and the drive system is
Drive not established.
communication Solid areen The communication between Smart Adapter and the drive system is
9 established.
Solid red The network communication is initializing.
Solid vellow The network initialization completes, but Smart Adapter is not
Y connected to a PC or mobile device.
WiFi Solid areen The connection between Smart Adapter and the PC or mobile device
. 9 is set up. You can open the Web pages now.
communication
Flashing vellow Smart Adapter requires a restart because an upgrade completes or the
gy Wi-Fi configuration is modified.
Alternating flashing . .
red and yellow Smart Adapter is upgrading.

System requirements

Supported operating systems

Recommended browsers

* Windows
¢ >Mac0S 10.15
* =AppleiOS 12.2
¢ Android

* = Google Chrome 69.0
* > Microsoft Edge 80.0
* Safari

* > Opera 56.0

Establishing initial wireless network connection

1. Connect the Smart Adapter to the X127 interface of the supported drive.

2. Activate the Wi-Fi interface inside your PC or mobile device. Make sure that you have enabled the automatic

IP settings.

Search the wireless SSID of the Smart Adapter: SmartAdapter-xxxxxx. (The “xxxxxx” stands for the last six

characters of the Smart Adapter's MAC address printed on the product label.)

To avoid connecting to unsafe Wi-Fi networks that have the same SSID as your Smart Adapter has, check

the properties of the Wi-Fi network and make sure that its MAC address is consistent with the MAC address

printed on the product label.

. Enter the wireless network password to launch the connection (default password: 12345678).
Make sure that the Wi-Fi network of the Smart Adapter is the only network your PC or mobile device connects
to; otherwise, the Web server of either the Smart Adapter or the drive may not be accessed via domain names.

. In a supported browser, enter the Web site (https://sinamics.net) to access the drive’s Web server. To
configure the Smart Adapter, enter the Web site (http://smartadapter.net).

. Enter the new Wi-Fi and administrator passwords in the pop-up window, reconnect the wireless network, and
refresh the Web page.

3.

Smart Adapter passwords

Note:

To achieve better network security,
enter a password of 8 to 20 characters
that contains numbers, lowercase and
uppercase letters, and special symbols
(-~ @ #,9% %", & and *).

.

1 The new passwords must comprise
numbers, uppercase and lowercase
letters. Special characters are also
supported

Create administrator password

8~20 letters. numbers, symbols. The new Wi-Fi password and the

J

New Wi-Fi password

F

~20 letters, numbers, symbols.

2

2]

administrator password have been created
successfully.

Next steps:

1. Enter the new WIi-Fi password to
establish the connection.

2. Refresh the Web page.

|

)

@&
()
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Accessing the drive’'s Web server

After you have established wireless network connection between the Smart Adapter and your PC or mobile
device, access the Web server integrated in the connected drive with one of the following two methods:

e Enter the Web site (https://sinamics.net) in a supported browser.

* Enter the Web site (http://smartadapter.net) and then click “Drive” on the home page of the Smart Adapter.

If you are unable to access the Web server or the Wi-Fi connection between your device and the Smart Adapter is
unstable, change the IP address of the drive and make sure that the IP address does not fall into the range from
169.254.0.0 to 169.254.255.255.

For more information about the connected drive, refer to the relevant Operating Instructions.

Configuring the Smart Adapter
Home page

SIEMENS

°

CNONONONNONONONONC)

Display language selection

-

Home page

I Djl 169.254.11.24 —

Administrator login
Mobile device information display

Network connection status indication*

Mobile device
Viewing Smart Adapter information (device name, article number, and
firmware version)

|

i 169.254.11.23

Smart Adapter > Show details ——@

Viewing drive information (drive name and type)

n 160.254.11.22

Drive > Show details —

Accessing the drive’s Web server
Viewing support information

Configuring optional Web access settings

* Reconnect the wireless network of the Smart Adapter if the connection is
interrupted.

L |

)

Configure optional Web access settings (Home page> v )
¢ Logging in as administrator

I Note:
SIEMENS 2|9 . . .
1. To configure optional Web access settings,
Home page @ > first log in as an administrator.
\_/ 2. The Smart Adapter's Web server
IL:DI asanas automatically logs you out after 15 minutes of
T inactivity.
Mobile device )
Log in x
' Log in as Administrator.
1602541123 |g:>
i User name | Administrator
Smart Adapter > Show details
Password
/

Drive > Show deails 2@;

S  {
¢ Changing administrator password

Change password x

Logged in as: Administrator /
NeW PaSSWOIG | 8-20 eters. numbers. symboss. v
= Cnange password ?/

)

Confirm password

Eb Log out
J Cancel
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Settings page ¢ Configure Wi-Fi settings e Setting support contact

Home page Wi-Fi configuration X Support settings X
SIEMENS -® © Restart the Smart Adapter fo activate Heading
the new Wi-Fi settlngs
ﬁ zhangsan J

Wi-Fi SSID

Email )
Settings SmartAdapter-B89CCC
‘ P Zhangsan@siemens.com
Wi-Fi configuration Password Y
Telephone
Upgrade \
%\ | 025-87119100] ‘
Support settings Security Medium e
Restore faclory setings Frequency channel m
Restart ‘ 3(2.4G) v ‘ h
Logs
Signal strength 22

e Viewing event logs

1(weak) 31(strong)

Logs x

2022-03-29 14:17:59 Support settings
changed.
\0 @ 2022-03-29 14:19:24 Wi-Fi configuration

changed.

¢ Performing firmware upgrading
Before upgrading the firmware, download the firmware file from the link:
https://support.industry.siemens.com/cs/ww/en/ps/29713

Upgrade x Firmware update x Upgrade

This process takes several minutes. Uploading the file
In order to transfer a different firmware

version, ensure the following for the whole Please wait.
duration of the firmware update: |
- The power supply must be guaranteed ' I
without interruption.
Cancel Progress: 0%
- A communication connection has been set @ |:J

e

up and the browser is open.

- The currently open website may not be

i Firmware update x
loaded again. Current firmware version: vV01.00 .00 .04
The firmware transferred is only activated
4 C:\fakepath\OTA2 image _file.bin b4 The firmware update has been
after a restart. completeat
Next steps

Current firmware version: V01.00.00.04 Start firmware update ;d‘:slsetfn and reconnect tne Smart

2. Refresh the Web page.
Select firmware file | @
\—J U

e Restoring factory settings

Restore factory settings b 4 Restore factory settings x Restore factory settings x
o Factory restore resets all parameters of Do you want to restore the factory The factary settings restored
the Smart Adapter to the factory settings settings? successully.

D Erase all logs -
Restore factqry settings

\

Restore factory settings

Canc!
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¢ Restarting

Restart x Restart

o The Smart Adapter will be restarted

=n

e Do you want to restart the Smart
Adapter?

-
™=

x Restart

-

successfully.
Next steps.

Smart Adapter.

D)

&)

Viewing support information (Home page > . )

Support x

25

Email zhangsan@siemens._com

Telephone: 025-67119100

Links to the Siemens Industry Online
Support

» General links

> Product-specific links for SINAMIC...

Technical specifications

o The Smart Adapter restarted

1. Wait a minute, and then reconnect the

2. Refresh the Web page.

—m@

Surrounding Storage and transport | -40°C ... 70 °C

temperature Operation -10°C...40°C

Relative humidity < 95%, without condensation
Net weight 319

Rated voltage 24V DC

Wireless technology and frequency range*

2.4 GHz: Wi-Fi 2400 MHz ... 2483.5 MHz;
5 GHz: Wi-Fi 5150 MHz ... 5250 MHz

Wireless modulation type

2.4 GHz: 802.11 blg/n; 5 GHz: 802.11 a/n

Type of modulation

DSSS (DBPSK, DQPSK, CCK), OFDM (BPSK, QPSK, 16QAM,

64QAM)

Maximum wireless communication distance

50 m

Maximum antenna gain

2.4 GHz: 1.2 dBi; 5 GHz: 1.6 dBi

Maximum radio frequency output power

2.4 GHz: 18 dBm; 5 GHz: 15 dBm

Protection

IP 20/UL Open Type

Shock and vibration

3M1

* The actual frequency range may vary depending upon market.
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Regulatory information
South Korea
0| 717 = A7 & 20 M AIEE SH o= Mt EIIE E2 77| 2M 7HE 8 240l M
A gste 42 dufZtd ol 227t AU L
R-C-S49-
SMART ADAPTER
The United Kingdom
The WLAN function for this device is restricted to indoor use only when operating in the
5150 to 5250 MHz frequency range.

UK
CA

9

ANATEL
06921-23-00199

This device must not be protected against harmful interference and it may not cause
interference in authorized systems (see below for corresponding text in Portuguese):

Este equipamento ndo tem direito a protecdo contra interferéncia prejudicial e ndo pode

Brazil
causar interferéncia em sistemas devidamente autorizados.

United Arab Emirates
The device fulfills the requirements for TRA.

Australia and New Zealand (RCM formerly C-Tick)
The device fulfills the requirements for RCM.
Ukraine
The device fulfills the requirements for UkrCEPRO.
- - Singapore
Complies with - - .
IMDA Standards The device fulfills the requirements for IMDA.
DB01752
IERSEERE  RINKRGHARS, JEERE, 5. BRNEREINSEEEEIR
B, MANERGEERRE LRI, RINRSHREMERAT S ARMEZERT
EBEEERE  CERATEREY, BUlMER INEEETENAGREER. alid
SEBE EREEEEINEFECERTRE. KNEFREMADZSFBERT
% RERBERTTEItEREES TE. | ‘
ERR BT ERRIRE SIBEEAMERERGEAREEEE RS,
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Radio Equipment Directive 2014/53/EU

SINAMICS Smart Adapter is in compliance with Radio Equipment Directive 2014/53/EU.
The WLAN function for this device is restricted to indoor use only when operating in the
5150 to 5250 MHz frequency range in the following countries:

You can download the certificate from the following link:

Declaration of conformity (https://support.industry.siemens.com/cs/wwl/en/ps/29713)
The CE Declaration of Conformity is held on file available to the competent authorities at
the following address:

Siemens AG

Digital Industries

Motion Control

Frauenauracher StraBe 80

DE-91056 Erlangen

Germany

The United States

FCCID: 2BCUK-SMARTADAPTER

Please note that changes or modifications not expressly approved by the party responsible

for compliance could void the user’s authority to operate the equipment.

Note: This equipment has been tested and found to comply with the limits for a Class B

digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation. This

equipment generates, uses and can radiate radio frequency energy and, if not installed

and used in accordance with the instructions, may cause harmful interference to radio

communications. However, there is no guarantee that interference will not occur in

a particular installation. If this equipment does cause harmful interference to radio or

television reception, which can be determined by turning the equipment off and on,

the user is encouraged to try to correct the interference by one or more of the following

measures:

e Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

This equipment complies with radio frequency exposure limits set forth by the FCC for an

uncontrolled environment.

This equipment should be installed and operated with a minimum distance of 20 cm

between the device and the user or bystanders.

This device must not be co-located or operating in conjunction with any other antenna or

transmitter.

CONG TY TNHH SIEMENS|

82100037

Vietnam
The device fulfills the requirements for ICT.

Israel
51-99862 :nm¥pnin TIwnN DYLVN NNXNN 1P X 190N
N1 99221 ,7"wonn Y¥ NPLINYRN 1PMNIN DR NIYY 2T 102 Y 1°'wIN2 MNYO Y81 MOX ON
ML R NP KY2,NN¥N NIVIXD N2ND NIYOX NODIN IX NPN NIVIX NOYNN ,NINN MY
N1PLINYX MYIONY YN, Y2, NMYPNN Twn
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Canada

This device contains licence-exempt transmitter(s)/receiver(s) that comply with
Innovation, Science and Economic Development Canada’s licence-exempt RSS(s).
Operation is subject to the following two conditions:

(1) This device may not cause interference; and

(2) This device must accept any interference, including interference that may cause
undesired operation of the device.

L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme
aux CNR d'Innovation, Sciences et Développement économique Canada applicables aux
appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions
suivantes :

(1) L'appareil ne doit pas produire de brouillage;

(2) L'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d’en compromettre le fonctionnement.

This equipment complies with radio frequency exposure limits set forth by the Innovation,
Science and Economic Development Canada for an uncontrolled environment.

This equipment should be installed and operated with a minimum distance of 20 cm
between the device and the user or bystanders.

This device must not be co-located or operating in conjunction with any other antenna or
transmitter.

Cet équipement est conforme aux limites d’exposition aux radiofréquences définies par la
Innovation, Sciences et Développement économique Canada pour un environnement non
controlé.

Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre le
dispositif et I'utilisateur ou des tiers.

Ce dispositif ne doit pas étre utilisé a proximité d'une autre antenne ou d'un autre
émetteur.

Thailand
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Call Center 1200 (Insws)

CMIIT ID: 2023AP5078

For environmentally-friendly recycling and disposal of your old device, contact a company
certified for the disposal of waste electrical and electronic equipment, and dispose of the
old device as prescribed in the respective country of use.

© Siemens, 2023
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